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PLAY: Spot the Scam Signs
In this activity you will put your knowledge of scams to the test! Can you spot the signs of 
five common types of scams?
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Here are some tactics scammers commonly use. 
Be on the lookout for…
❏ Messages that look real but are 

different in style from previous 
messages

❏ Messages that come from a different 
number or email address than 
previous messages

❏ Suspicious links 

❏ Unsecure web addresses. These 
usually start with “http” instead of 
“https”

❏ A sense of urgency in the messaging 

❏ Deals that seem too good to be true

❏ Non-secure payment method 
requests such as wire transfers, 
international funds transfers, etc.

❏ Additional upfront costs that seem out 
of the ordinary

❏ Spelling and grammatical errors 

❏ Requests to share your personal 
information

❏ No proof that you’ll get the end 
product you’re purchasing 

❏ Requests to follow unusual or different 
processes



#1: Phishing Scam Text Message

You receive a new text from your bank. After looking at it 
closely, you realize that although the previous text was real, 
the new text is a scam.

What are the five signs that this is a scam?





#2: Online Shopping Scam

You’ve been thinking about buying a new barbeque. You 
see an ad on social media for a website that’s selling 
brand-named barbeques for an amazing price. You click on 
the link in the ad and it takes you to a website.

What are the four signs that the website is a scam?





#3: Classified Scam

You’ve decided to buy a Dachshund puppy. You see an ad 
on an online classified website for a cute puppy at an 
amazing price. 

What are the four signs that this ad is a scam?





#4: Mail Delivery

You’ve recently purchased something online and are 
waiting for it to be delivered. You receive an email about a 
failed delivery and it’s asking you to update your details. 
Before you click on the link, you carefully consider the email 
again and realise it’s a scam.

What are the five signs that this email is a scam?





#5: Business Email Compromise Scam

You’re at work and you’re about to log off for the week. Just before you 
do, you receive an email from your CEO about an urgent payment. 
Your first thought is to action his instructions immediately, but you 
carefully consider the email again and realize it’s a scam.

What are three signs that this email is a scam?





1. Which of the scam signs were easiest for you to 
identify? Hardest? Explain. 

2. Even though each of these scams have multiple 
warning signs, many people still fall for them. Why do 
you think this is? 

3. What is one step you can take to avoid these common 
types of scams? 
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